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l. INTRODUCTION

Social networking describes a new set of Interrmlst that enable shared community
experiences, both online and in person. Thess gitebeyond the more “passive” websites
operated by governments and organizations. Eactheofvarious social networking sites is
tailored to a specific need and is designed to @mage active participation by both the member
and his or her audience. For example, “Linkedigninarketed to businesses and professionals
as a way to interact and form networks or “conmedi with others. Facebook enables users to
create a profile, update a status, include pictuaelsl “friends,” and post comments on the
“walls” of personal or friend pageJ.witter allows people to connect with (or “follow§ large
number of users and post short notes of no more 248 characters, called “tweets.” Flikr and
YouTube allow users to post photos or videos, respay, to share with others.

The growth of social media applications in the gowgent context has an impact not only on

government officials who use social media, but éifeoincreasingly information-hungry general

public, who expect local, state, and even the fddgovernment to use these technologies to
more effectively disseminate information and allaiorum for comment. In fact, social media

provide the public sector a wealth of opportun@y}communicate with the public, with interested

stakeholders, and with each other about new prép@sal ideas. Additionally, social media

may be used by all parties interested in publidaedecision making, including developers,

applicants, individual advocates, non-profit orgations, or governmental entities.

However, the general benefits of the use of these technologies—which include the promise
of greater transparency and greater public padimp—must be weighed against the potential
drawbacks, such as truthfulness and accuracy degasformation, the source of the posted
information, and the longevity of inaccurate inf@tion in cyberspace. Additionally, there are a
number of professional ethical considerations foblig officials who choose to utilize social
networking tools, as well as a host of legal isswBen organizations choose to create and host
these sites.

1. BENEFITS OF SOCIAL MEDIA

Social networking forums such as Facebook, MySpaice, Twitter all share information with a
large number of Internet users. One-half of Anariadults have a profile page on a social
networking site, a number that has doubled sin@82ihd is in stark contrast to a 2005 study
where only 5% of adults used social networkingssit& 2011 survey conducted by the Nielsen
Company revealed that Internet users spend neadyqoarter of their time on these sites, more
than doubled from 2008.

Moreover, many citizens rely on the Internet andiadlomedia for much of their information
gathering and communications, replacing more ti@uid media sources such as newspapers and
television news reports with online options. Almose in five adults say that they use social



media to get information about their local commyn#nd this number will surely grow in the
future, as more younger users tend to rely muckerneavily on the Internet—including social
media—to get information. However, this relianae social media is also growing in older
populations as well. 70% of individuals ages 3549 use social media websites, and are 4
percent more likely to visit a social networkingesihan any other website.

With this rapidly growing user base, the publicteeenust be aware and willing to implement
social media in at least some aspect of futurespéard development. Social media offers local
governments a diverse array of benefits, as follows

A. Timely and Cost Effective Communication

Social media is a time and cost-effective commuiuoatool for both governmental agencies
and their constituents. Social media allows thielipta direct link to government. People who
receive their information online may not have teergp their time calling and stopping into

government offices for information, completing Ftem of Information requests, or attending
community meetings and workshops. In turn, goveminagencies spend less time dealing with
requests from the public, and can communicate grcammon concerns of their constituents in
a more efficient manner.

The public can obtain information at virtually nost as long as they have access to both a
computer and the Internet. Similarly, governmezdtlize savings, because they can use social
media platforms to collect and distribute informatiabout upcoming projects in a more cost
effective manner than the traditional methods dftpge and paper for newsletters, newspaper
notices, community mailings; as well as findingsp#or community meetings and workshops.

B. Creating Real-Time Public Record of Project I nformation

Social media offers a forum to post and obtain rimi@tion quickly, but it also allows local
governments to create a record of that feedbadbnm place. Many social media platforms
allow government agencies to post meeting minuezsirds, project proposals, maps, applicable
local laws and various other documents for pubksemination. Governments may also include
links on their social media pages to direct coustits to their own website where more detailed
records and information can be found. Governmeansupload information from just about any
location; and the public can, in turn, accessitifirmation from any location.

C. Increased Public Participation & Encouraging Social Activism

The use of social media by local governments has loalled “the new public square” because
of its impact on citizen participation in governmaeuwtivities. Using social networking sites can
allow governments not only to keep up with the diag technology and be where their
constituents are, but also to create an easy wayht public to participate. Social media
provides information and a means of participationthose who may not otherwise be able to
attend a meeting or hearing, to ensure that thpémian is heard.

D. Garner Support for Municipal Projects

Arguably the most important step in any policy posgls by local governments is to garner more



support than the opposition. Many progressiveddaad policies by local governments can be
shelved remarkably early in the process when faopgosition—especially a well-organized
opposition. This, combined with the multitude ot®l media platforms, makes it essential that
local governments effectively campaign for new ectg and proposals using social media to
effectively disseminate information to the publicLocal governments can do this by
methodically implementing a public relations cangpaihat relies heavily on social media.

E. Publicize M eetings and Hearings

Social media can be used as a supplement to otbee tnaditional methods of notifying
residents and other interested parties of upcomieetings, events and activities.

F. Public Safety Information

Governments are beginning to use social mediaftwrmcitizens of emergency or public safety
information.

G. Networking and Marketing

Governments can use social media not only to désiassies of concern and provide emergency
information but also to market their Governmentgatential tourists. Social networking can
also be used to redefine a larger city’s imagepotlght a Government. Social media can also
be used to promote job seekers and match them patbntial employers. Thus, social
networking can not only impact government operajohbut can also provide a tool for
promoting the city that might attract tourism anginess to boost the economy.

1. LEGAL ISSUESAND OTHER DISADVANTAGES OF SOCIAL MEDIA

Despite the growth and overall positive reportshoiv the public sector has embraced social
media, there are a growing number of legal isshas governments will face in their use of
social media.

A. Open Mestings Act

The policy behind the Open Meetings Act is thategoment decision-making and legislation
should be made openly, and not in secret or cldsed-session, so that the general public can be
fully informed and provide input regarding the pospd actions of the decision-making body.
To this end, the Open Meetings Act requires thiamnaktings of decision-making bodies provide
notice and be open to the public (with certainuttatly provided exceptions).

Communications which take place on a social mel#iigqgm have the potential to run afoul of
open meeting laws. Without realizing it, these ommications: “friending,” “tweeting,”
“messaging,” “blogging—all considered informal byst people’s standards—can constitute a
“meeting” under most open meeting law regimes.

Because of the “newness” of social networking byegoment officials, there is little guidance

from the courts. The Florida Attorney General, bger, has issued an opinion that a municipal
social media site would likely implicate the statpen meetings requirements, among other
sunshine laws. Given the potential for criminahglées in some states’ open meetings laws

3



(llinois, being one example), government officialsould be advised to avoid contemporaneous
discussions or debates of public business (suclhasbenefits or impacts of a particular
development proposal) on social networking sitegrathat rooms, and should ensure that their
social networking interactions comply with appli@bpen meetings laws.

B. Freedom of Information Act and Records Retention Laws

Communication via a government-sponsored or maiathiwebsite or social media site
(including comments and other postings) is liketylte subject to public records laws if it
concerns government business. While the lllinoiseBom of Information Act does not
specifically mention social media records, othetest that have encountered this issue have
determined that these records are subject to FQH&. example, the Florida Attorney General
has opined that information on a government saw#lvorking site would be subject to public
disclosure and records retention laws if the infation was made or received in connection with
the transaction of official business by or on beloélthe public agency. Thus, governments
must be aware that state law may require that theserds be retained indefinitely or that
permission must be sought prior to destroying themder public records law, and that the
records must often be provided upon request. A gatalof thumb is that governments should
avoid creating new material on social networkingsiand instead use existing material that is
already maintained for local records law compliance

C. First Amendment

One of the most useful features of social mediheasability for interaction between the public

and the government. However, this interactive etspan quickly become a potential minefield

of legal issues for public sector employees, paldity where comments and speech are
involved. As this area of law is yet undevelopde, public sector should proceed, if at all, with
caution so as to avoid running afoul of the Firstehdment.

Whether a site is considered a public forum (omatéd public forum) is an open question,
raising concerns as to whether a government carmovenallegedly objectionable Facebook
comments without implicating First Amendment prait@ts. The issue of whether social media
is a public forum may be answered sooner rathar thger as a case of first impression was
recently filed in a Honolulu court. In that castgwaii Defense Foundation v. City and County

of Honolulu, various individuals and a non-profit organizatidad a lawsuit against Honolulu
because comments critical to the City’s police dpant had been routinely removed from the
City’s Facebook page. The plaintiffs argue that @ity had created a traditional public forum
when it established a Facebook page and opengutd public comments. The case is still in
the beginning stages, but will certain be worthokatg as it appears to be the first of its kind in
this area of law.

Other legal issues may arise in allowing personpdst comments and other information on
local government social networking sites, sucheagaling confidential or proprietary company
information.

By completely restricting the general public’'s @hito comment and communicate through a
social media page or website, a governmental agbasycreated a nonpublic forum and the
agency is not liable for First Amendment reperaussiso long as its restrictions on the content
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of the site are viewpoint neutral (if the governitnaliows an issue to be presented, it cannot
limit the presentation to only one view), and rewsdy related to a legitimate government
purpose.

However, if the government agency does allow othersomment or post information on a

social media page, a designated public forum hgsahty been made. If a designated public
forum were created, then the organization cannclude or delete material based on its content
unless the restriction is “narrowly drawn to efteade a compelling state interest;” content-
neutral restrictions can be placed on commentsg &s they are narrowly tailored, serve a
significant government interest, and leaves optarradtive channels of communication.

On the other hand, if a government agency onlyallgertain groups to comment on certain
topics, it has created a limited public forum. Skould likely be the case for those agencies
who maintain a certain type of Facebook page, wheeepublic user can only post comments
after “friending” or “liking” the agencies pagen k limited public forum, a government entity
can restrict comments as long as these restrictavesreasonable and viewpoint neutral.
Governments that moderate comments and remove thatsare objectionable should be careful
to remove only content that is vulgar, completaly af context, or that targets or disparages any
ethnic, racial, or religious group. Content tigasimply politically unfavorable or negative in the
context of the conversation should be allowed ta@. The more a social media platform
mirrors a public meeting (e.g., the more partiopatit becomes), the stronger the case a
government entity has in upholding its restrictioas government entity meetings have been
found to be a limited public forum.

D. Discrimination

Governments who use social media must be awamndfaddress the fact that some people are
unable to access the Internet for a variety of aeas Although this can stem from many
situations, governmental agencies need to maketlsatre¢hey are not using social media, as well
as the Internet, in a manner that actually hamftersaccess of information from certain subset
groups of people.

A variety of statutes affect governmental agencisch use social media, including the

Americans with Disabilities Act and the Rehabiibat Act. Government bodies are obligated by
law to provide disabled individuals with “equal ass” to information posted on social

networking sites, unless it would “pose an unduelén’ or that doing so would “fundamentally

alter the nature of the provider's programs.” Thgmyernments who use social networking sites
should have an alternative way to provide the mfmron to disabled individuals, such as

sending it through mail or reporting it by phone.

Furthermore, governmental agencies must also take not to overuse social media, and
perhaps incidentally alienate segments of the @ajounls which do not traditionally use social
media. Data shows that there is a discrepandyamuse of the Internet by income, race, age, and
education level, raising concerns that the useoilas networks to share information and solicit
input on government issues and projects might remdess diverse group of people. If
government officials are using social networkingsias the only means to get information and
receive input, a significant number of citizens rbayunderrepresented.



E. Copyright I'ssues

Governmental entities also need to be careful aldat they post on social media pages to
avoid potential copyright liability, as well as peot their own original work-product. Photos
and video should be produced by the organizationndividual who posts the media. |If
copyrighted materials are used, the poster showklensure it obtains and maintains physical
records of the copyright licenses. All users ofiglomedia sites should also be aware that some
social networking sites (such as Facebook) havest@f use in place that state that by posting
intellectual property Facebook, an individual geaacebook anon-exclusive, transferable,
sub-licensable, royalty-free, worldwide license tse any IP content” that is posted.
Consequently, users should be cautious and sengitithe content uploaded on these sites.

F. Privacy

Many social media platforms allow users to setrtbgin privacy settings, which often cover a

number of areas including who view their profildjavcan post comments and other content on
the profile, and who can search for their sociadimepage or channel. Although the vast

majority of these privacy concerns apply to induad users, public sector users should be
equally as conscious. Everyone who uses socialarstbuld begin with the assumption that

everything posted on a government site is likepuhblic record. Privacy issues involving social

media are being slowly developed through case-taw, are still considered an open question
subject to further explanation.

Also, be aware that if a governmental entity reggiipeople to register to use a government
social networking site, it must carefully considenat information the registrant must provide
(name, address, phone number, email, screen navhe)will maintain the information, and
whether others participating in the discussion hale access to this information.

V. EMPLOYEE USE OF SOCIAL MEDIA

Public employers continue to walk a tightrope whegulating the use and content of the
electronic communications of its employees and wiading employment action based on the
use or content of its employees’ electronic commations. The law is well settled that a public
employee has a limited or no expectation of privacyheir office, desk, locker or even their
telephone calls at work. Unfortunately, the law me®slowly and is far from addressing the
balance of rights of employees and employers irctimext of electronic communications.

A. Constitutional Protections

Public employees do not surrender all of theirtFnmendment rights, particularly their speech
rights, merely because they are employed by themovent. However, the speech of public
employees can be subject to certain restrictionthbygovernment, because it has a different—
and more significant—interest in regulating theesgheof its employees than the general public.

The U.S. Supreme Court has outlined a two stepysisaior determining whether the speech of
public employees is protected by the First Amendméiirst, it must be determined whether the
employee spoke as a citizen on a “matter of putditcern.” If the speech is a matter of public
concern, then the court must engage in BEiekering balancing and decide whether the



government was justified for treating the emplogesieech differently from the general public.

Courts decide whether speech is a matter of pudlitcern based on “the content, form, and
context of a given statement, as revealed by thelevrecord.” Of these three factors, the
content of the statements have generally been adkdged to be the most important, although
the form and context can help make a statementobiqiblic concern if the speech at issue
occurs in an unconfined space. Matters which Haaen found to be of the public concern
include: speech relating to public safety and popcotection; governmental wrongdoing and
misconduct; or speech which seeks to expose wrongdxy government officials.

Pickering balancing has been used in Internet postingsCuman v. Cousins, 509 F.3d 36, 49
(1st Cir. 2007), a corrections officer was termathfor postings he made on a union website.
This website was owned and controlled completepassely from the public employer, and
featured a public discussion board which allowedistered users to “post comments and
statements. Any person with access to the Intermétether a member of the union or not—
could register, post, and read messages.” Theeoffivho had been suspended a week earlier for
“threatening and menacing” co-workers, posted ngess#o the website that made unfavorably
comparisons to the current sheriff, and his persbdecision-making to Adolf Hitler and the
Nazis during World War Il. The employee was théedired due, in part, to his posting on the
website. The First Circuit did note that althougbst of the content of the posting was not a
matter of public concern, a part of the posting ahaddressed the sheriff making personnel
decisions based on political affiliations rathearthmerit was a matter of public concern.
However, in balancing the speech of the employektha later actions of his employer to fire
him, the court found that the government was pyajasttified in firing the employee. In the
posting, the employee referenced the plot of Helgenerals to kill him, and urged a similar plot
by analogizing the current sheriff to Hitler. Fhet, the court found that “[s]peech done in a
vulgar, insulting, and defiant manner is entitledass weight in th@ickering balance.”

B. Hiring Decisions

Never has so much information about so many beaitaéle with the click of a mouse. Every
prospective employer is interested to know evenghhat they can about a job applicant. And
every employer knows that they might find somethamgthe Internet which the applicant is
reluctant to divulge in an interview. It may not &enatter of finding out “dirt” on the candidate,
but just learning more about their likes, dislikéigestyle, thoughts and beliefs which may
provide greater insight into their potential suiligpas an employee. Nevertheless, the question
arises as to what information from the Internet eamployer can use when making hiring
decisions.

Reliance on Internet information has become so comitmat we often forget that not all
information obtained in Internet searches is comepleaccurate. Anyone can post information
on the Internet and no assurance exists thatatl isuthful. We have all heard about altered
photos and intentionally planted misinformation g¥hcauses problems for an individual, to say
nothing of the problems of those with common nameshe same name as someone with a
negative reputation. If searching for information b candidates on the Internet, always
remember that the information may not be truthdaturate or reliable.

While it is not illegal to review public informatioabout job candidates, it is advisable that
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candidates know of this possibility ahead of tinieandidates are aware that searches of social
network and other Internet sites is part of thedadate review process, a decision based in
whole or part on this information will not be in®stent with their expectations. Thus, they will
be less likely to claim that an adverse decisios th@& product of discrimination or other illegal
basis.

Prospective employers can make employment decisinreny basis that is not an illegal basis.
Examples of illegal considerations are those susctaee, gender, and religion. Off duty conduct
can be a relevant job qualification depending @ngbsition for which the employee applies. For
example, it may be relevant to the qualificatiohs olice officer whether that individual posts
pictures of him or herself in situations which d#pilegal activity. Evidence of gang affiliation
may also disqualify a candidate from employmentvéw enforcement. Whether information
gathered from electronic sources, or any otheweseto disqualify a candidate from public
employment depends largely on the position whickoigsght and the type of behavior which is
disclosed. On the other hand, public employersttake great care to avoid decisions based on
social network information related to religiousilédfion, ethnic or racial information gathered
only from these searches and other information Wwhicused, as a basis to deny employment
would violate the law.

Finally, given the potential for inaccurate infoima gathered from social networks or other
Internet sites, it is advisable to allow a candddtd provide explanation to any information
gathered from these sources to ensure that a decssnot based on false information.

C. Discipline of Current Employees

Evidence of misconduct related to work performatinae is gathered from social network sites
may be an appropriate basis for action againstenturemployees. Like pre-employment
considerations, the misconduct must impact, or laanvexus, to the reputation of the employer or
the employer’s ability to deliver services to thezens. So, for example, the police officer or
teacher who posts obscene pictures of himself selfeon their Facebook page, or photos of
obvious illegal conduct, likely serves an apprajerizasis for disciplinary action.

Local government employers, like other bossesstitggling with critical social media posts by
employees. Can an employer terminate or disci@ineorker for complaining about his or her
boss or company on Facebook? Will social medieciesl protect an employer? The answers to
these questions are not yet clear, because thétescase law on this issue. However, the
National Labor Relations Board (NLRB) has beenvaciin this area recently. While the
National Labor Relations Act does not apply to lagavernment employees, the NLRB rulings
can provide government employers with some guidance

In one case, the NLRB ruled that a nonprofit emetoynlawfully discharged five employees
who had posted comments on Facebook relating egatibns of poor job performance that had
been previously expressed by one of their coworké&tse workers were found to be engaged in
"protected concerted activity" because they weselwdising terms and conditions of employment
with fellow co-workers on Facebook. The NLRB citdtk Meyers ruling that an activity is
concerted when an employee acts "with or on thieaaitly of other employees, and not solely by
and on behalf of the employee himself." In thisezahe discussion was initiated by one worker
in an appeal to her coworkers on the issue of gtiopmance, resulting in a "conversation” on
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Facebok among coworkers about job performance. NItRRB ruled similarly in a number of
other cases.

In another case, however, the NLRB ruled that anteps Twitter postings did not involve
protected concerted activity. Encouraged by hipleyer, a reporter opened a Twitter account
and began posting news stories. A week after nif@eyee posted a tweet critical of the
newspaper's copy editors, the newspaper informeckthployee he was prohibited from airing
his grievances or commenting about the newspapeaooial media. The reporter continued to
tweet, including posts about homicides in the @itgl a post that criticized an area television
station. The newspaper terminated the reporterdbase his refusal to refrain from critical
comments that could damage the goodwill of the peywsr. The NLRB found that the
employee's conduct was not protected and concdreaduse it (1) did not relate to the
conditions of employment and (2) did not seek twoine other employees on issues related to
employment. The NLRB issued a similar ruling iase involving a bartender who posted a
Facebook message critical of the employer's tippiolicy, finding the posts mere "gripes” that
are not protected.

Two recurring themes have come out from recent NuRIBgs. First, individual gripes or
venting by employees is not protected and employanrs discipline, and even terminate,
employees for this conduct. Second, the NLRB kintaa very narrow view of social media
policies and striking down a number of policies b&ing overbroad where the policies could be
interpreted to prohibit protected conduct.

What does this mean for local government employgfg®t, employers must be cautious in
disciplining or terminating employees for criticabsts on social media sites. An employer
should ask itself whether the posts are "proteeted concerted activity" or merely constitute
"gripes” about an employer that are not protect&@eond, an employer should review its social
media policy to make sure it is not overbroad iohgoiting protected activities. Finally, an

employer should be careful not to enforce sociallimeolicies in an arbitrary or discriminatory

manner.

D. Employer Requestsfor Social M edia Passwor ds.

It has become common practice for public and pevamployersto review the publicly
available Facebook, Twitter and other social nekimg sites of job applicants as part of
the vetting of candidates in the hiring proces®wever, because many social media users have
privacy settings that block the general public fon-friends or followers) from viewing their
complete profile, some employers are asking canelsda either turn over their passwords or log
on to their social media accounts during the inesww

Because an applicant can decide not to apply fparéicular job, it is arguably neither an
invasion of privacy nor a violation of constitutadrrights to ask for this information during the
hiring process. And if applicants refuse to provide requested information, employers are free
to drop their consideration for hire. NeverthelJahe ACLU and others argue that this practice
violates a candidate's right to privacy.

Until recently, there was no federal or state laggressly prohibiting this practice, although a
few states have proposed or enacted legislatioarylsihd became the first state to pass a law on



the practice in April. Two identical bills, S.B33 and H.B. 964, were passed by the state
legislature, and signed by the Governor into lawdeér this new law, employers are prohibited
from requiring employees and job applicants to ¢lise any user name, password, or other
means for accessing a personal account or sergieetronically. Employers are also prohibited
from refusing to hire an applicant for not provigimccess to this information. Similarly,
employers are not permitted to terminate or digogphn employee for refusing to provide this
information.

In addition to protecting the privacy of currentdaprospective employees, the Maryland law
also provides employers with some protections. @&@mple, employees are prohibited from
downloading “unauthorized employer proprietary mfation or financial data” to personal
accounts or to websites, and the law allows emptoye investigate these activities to
ensure “compliance with applicable securities oraficial law or regulatory requirements.”
Additionally, employers are permitted to require pdoyees to provide passwords and login
information for non-personal accounts that are p#rthe employer's own systems, such as
company e-mail accounts. The Maryland law takescefDctober 1, 2012.

The second state to pass a similar law is Illindlisois P.A. 97-0875 prohibits public employers
from seeking job applicants' social media passwortise proposed legislation would allow
candidates to file lawsuits if they are asked foress to sites like Facebook. Employers could
still ask for usernames to view public informatiofhe new law becomes effective January 1,
2013. Minnesota and California have proposed amhdgislation.

It is recommended that government employers takeiabcare in asking for the passwords of
current employees, however, because their riglggganerally greater than those of candidates
for employment. Unless there is an actual neegv@w an existing employee’s social media
profile, it may be difficult to find a connectioretiveen social media usage and the employee’s
right to hold their job.

V. ETHICAL ISSUES FOR MEMBERS OF QUASI-JUDICIAL BOARDS

Local codes of ethics typically address a numldeetbical concerns that municipal
officials may face, such as disclosing conflictsraérest, prohibiting the use of public office for
private gain, use of municipal resources, and g af confidential information. These codes
further establish standards of conduct for municipificials, ensuring that their duties are
executed in an independent and unbiased mannerfuaticter maintain a high standard of
morality for all municipal officers and employeeBailure to adhere to local codes of ethics can
result in a variety of consequences for the rukmkers, including the annulment of the official
action, a fine, or disciplinary action.

Most local ethics codes have not been updateddoeas the ethical implications of the
use of social networking by municipal officials. ol&equently, it is important for municipal
attorneys to proactively develop strategies tormfoheir municipal clients on applicable ethics
laws, rules, and regulations that might pertairihigir position. For example, because zoning
boards of appeal and other local boards and cormongss$unction in a quasi-judicial capacity,
there may be ethical implications in the use ofaauedia by the quasi-judicial board members.
It may be useful to consider the restrictions, megments, and opinions issued for judicial
conduct as at least persuasive guidance for how beemof these boards should conduct
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themselves on social media sites.

One question that comes up in this area is whettemnbers of a local zoning board or
other quasi-judicial body should have and maintagir own social media pages, and, if so,
whether they may “friend” or communicate with pastiwho routinely appear, or may in the
future appear before them. The safest assumptithraisnembers of quasi-judicial boards should
be considered as having ethical boundaries andatemus that are largely similar to that of
judges. Most states allow judges to join sociatiimesites, particularly social networking sites,
because it can be an effective tool for networldng garnering support for a political campaign.
However, impropriety, or even the appearance ofrappety, is prohibited to maintain the
integrity and public faith in the judiciary, andetlsame should be true for quasi-judicial boards.
Listing “friends” that are attorneys, witnesses, marties to a matter which the judge is
proceeding over can be unethical for judges, asutd cause the appearance of impropriety to
others, giving them the impression that the judgmy rfavor someone over another in the
proceeding. Similarly, members of a zoning bo&wdexample, should not favor, nor appear to
favor one party over another in a matter merelyabse of a perceived personal relationship that
board member may have with a party through a sooglia site. To do this would be similarly
damaging to the public trust, and create publitrass and question the integrity of the land use
decision-making process.

VI. ETHICSAND USE OF SOCIAL MEDIA BY ATTORNEYS

In a recent study, the American Bar Associatiomtbthat almost half of lawyers are members
of at least one social networking site. Lawyerd kw firms benefit from social media sites for

the same reasons other businesses benefit — gendistion of information about the firm and

its attorneys and marketing the firm and its aggmto potential clients. Many of the same legal
issues that apply to government entities, orgamiasai and private companies also apply to
lawyers and law firms, including copyright concerasiployment usage, and civility.

While social media use is relatively new for lawg/@nd law firms, there have already been a
number of ethical issues that have arisen fromrragfo use of social networking. Since each
jurisdiction has its own ethical rules in place &torneys practicing in the state, it is important
to consult applicable rules and opinions of thecpeang jurisdiction. However, a general
discussion of the types of ethical issues that hamigen in the field of social media use by
attorneys may be helpful to provide some guidamcthese issues.

A. Solicitation and Advertising

A lawyer may advertise services through writtencorded, or electronic communication,
including public media. However, a comment to ABAd&l Rule 7.2 cautions against real-time
electronic solicitation of prospective clients. uBh emails are probably acceptable, but not
instant messaging or participation in chat roor@her forms of online solicitation may also be
a violation of the prohibition of in-person, teleptic, or real time electronic solicitation.
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B. Practice and Specialization

A lawyer may not mislead or misrepresent his or gractice nor may a lawyer state or imply
that he or she is certified as a specialist in diqudar field of law. Lawyers should avoid
providing legal advice in areas of the law whereythre not experienced and should be careful
not to misrepresent their practice area expertiseexperience. In addition, some jurisdictions
prohibit attorneys from self-identifying as an “@xg or “specialist” in a particular field of law.
This rule can be tricky to follow on certain socrakdia sites, such as LinkedIn, that ask for
“specializations” in their profile forms.

C. Jurisdiction

Lawyers are only authorized to practice in jurisidics where they are licensed. Social media
sites, blogs, listservs, and similar sites can nthisedifficult for an attorney with exposure to
people across the country looking to the attorrmygliidance on state-specific legal issues. A
lawyer should be careful not to provide legal adwn these state-specific legal issues unless he
or she is licensed in that particular jurisdiction.

D. Attorney-Client Relationship

Just as attorneys must be careful not to inadvitytereate an attorney-client relationship at a
cocktail party, over the telephone, on an airpldnyeemail, and through a law firm’s “question

and answer” page on its website, attorneys mustascareful not to create an attorney-client
relationship when using social networking sites1 aitorney-client relationship might be formed
when an individual “reasonably relies” on an at&y's advice through a blog entry, listserv, or
social networking site.

E. Ex Parte Communications

Lawyers should be aware that judges also partieipasocial networking and may have access
to a lawyer’'s communications that might implicate fprohibition orex parte communications
on pending matters. For example, listservs may hlawasands of participants and a harmless
“inquiry” about a pending matter could be read bg judge who is assigned to that pending
matter.

F. Contact with Witnesses and Represented Parties

Social media can provide lawyers with a bonanzaabhiable personal information from other
users, which, in turn, lawyers can use when pragafor litigation or settlement discussions.
This can lead to many ethical complications whialvylers may not anticipate during their
investigations. When using social media to inggzd@ another party, lawyers must be careful
not to engage in deceitful behavior, such as ashkingaralegal or co-workers’ to use their
account to gain access to information about thatess. The Philadelphia, San Diego County,
and New York City Bars have all issued opinionsptace restrictions on lawyers seeking to
“friend” potential witnesses.

Even when a lawyer uses their true identity to€ffid” or follow another party through social
media even more ethical concerns can arise. Hthuales place restrictions on the
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communications lawyers make with third parties vaine represented by counsel. For example,

a lawyer cannot communicate about the proceeditiyaiepresented party unless they have the
consent of that party’s lawyer or a court ordehisTis the case even if the person consents to the
communication—i.e., even if they accept, respondermage any friend requests or messages
sent.

VII. IMPORTANCE OF A SOCIAL MEDIA POLICY

Governments patrticipating in social networking siteust start with the realization that what is

posted on social networking sites is public infotiora That means that government employees
and officers should not post information that neithhey nor the government would want

everyone to know. By realizing the public naturegha information being published, confusion,

lawsuits, and other problems can be more easilidado

All governments that use any form of online comneation should develop, implement, and
enforce a website and social networking policy. tTpalicy should include a well-defined
purpose and scope for using social media, idemtifpoderator in charge of the site, develop
standards for appropriate public interaction andtipg of comments, establish guidelines for
record retention and compliance with public recadd meetings laws, and include an employee
access and use policy. The government should alsb gxpress disclaimers on its websites
reserving the right to delete submissions thataiontulgar language, personal attacks of any
kind, or offensive comments that target or disparagy ethnic, racial, or religious group.
Finally, the government should train employees mdigg appropriate use of social networking
and how use might impact the employer.

In crafting a social media policy, an employer ddohe careful not to implicate the First

Amendment rights of its employees nor violate appliaable federal or state employment laws
protecting employees. An example of this type itfagion involved a settlement between the
National Labor Relations Board and an ambulancacem Connecticut that fired an employee
in 2009 for venting about her boss on Facebook. dimbulance company argued that the
employee’s Facebook criticism violated the compsarsgcial media policy barring workers from

disparaging the company or their supervisors. ThdRBI argued that the National Labor

Relations Act protects an employee’s discussiocarfditions of his or her employment with

others and that co-workers comments on the emplyeacebook page implicated those
protections. As part of the settlement, the corgsated it would change its policy so it did not
restrict employees from discussing work and worlkiogditions when they are not on the job.

As discussed previously, the NLRB has struck dowmraber of social media policies for being
too broad, so it is recommended that employers take in crafting a social media policy that
avoids these issues.

A government might also consider providing examieacceptable or unacceptable conduct in
both employee and public usage of social medidustiate the type of conduct that is regulated
and why a particular regulation is in place.

Finally, all employees should be required to sigwréten acknowledgement that they have
received, read, understand, and agree to comphytingt social media policy.
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